
ZDI$ has$ published$ several$ vulnerabili2es$ affect$ IBM$ Tivoli$ Storage$ Manager$ which$ is$ a$ popular$
storage$product$on$June$30.$ $ $We$decided$to$reBdiscover$and$trigger$this$vulnerability$with$the$help$
of$advisory.$$

$

The$advisory$gives$ some$ limited$2ps$ to$us.$ The$first$2p;$ it’s$ a$buffer$overflow$vulnerability$ can$be$
triggered$by$sending$a$craJed$packet$on$port$11460.$The$second$2p;$ $vulnerability$ is$ related$with$
FXCLI_OraBr_Exec_Command$func2on.$

We$download$the$vulnerable$version$of$the$product$and$discover$the$process$which$listens$on$port$

11460.$$We$will$analyze$FastBackServer.exe$process;$

As$it’s$a$serverBside$vulnerability,$we$have$to$trigger$it$by$sending$a$craJed$packet.$So$we$write$a$few$
lines$of$script$to$send$a$dummy$packet;$



We$aZach$debugger$to$the$process$and$set$a$breakpoint$on$WSARecv$func2on.$Then$we$send$our$
dummy$packet$to$the$applica2on;$

bp$WS2_32!WSARecv"$.prin_$\"[+]$WSArecv(%x,$%x,$%x)\n\",$poi(@esp+0x4),$poi(poi(@esp+0x8)+4),$

poi(poi(@esp+0x8));$.echo"$

$

We$understand$that$the$applica2on$accepts$a$packet$at$ the$size$of$0x4400$bytes$ from$client.$Let’s$
edit$the$script$and$send$a$packet$at$the$size$of$0x4400$

We$can$trace$our$packet$in$the$debugger$from$now$on.$To$achieve$this$,$we$set$a$breakpoint$access$
on$“buf”$argument$of$WSARecv$cunJion.$



We$stopped$ in$a$memcpy$ func2on.$ $There’s$a$ read$ac2on$on$first$bytes$of$our$packet$ so$stopped$
here.$$We$make$memcpy()$func2on$to$finish.$$When$memcpy()$func2on$ends,$the$applica2on$returns$
to$$0x005816EA$address.$$This$is$a$place$in$FX_AGENT_CopyReceiveBuff$$func2on.$

As$we$understand,$ $this$func2on$copies$the$incoming$data$to$a$memory$space.$ $When$we$visualize$
the$callgraph$via$proximity$browser,$$everything$becomes$more$clear.$We$acts$as$an$agent,$the$server$
accepts$ our$ connec2on$ via$ EstablishConnec2on$ func2on,$ then$ it$ moves$ us$ to$
FX_AGENT_CopyReceiveBuff$ func2on$ through$ FX_AGENT_Cylic$ and$ FX_AGENT_GetData$ func2ons.$
Let’s$con2nue$to$trace$our$packet$step$by$step$in$debbuger$and$IDA.$$

Our$packet$comes$to$a$func2on$named$loc_581752$.$This$func2on$does$some$bitwise$opera2ons$on$
our$packet.$So$we$have$renamed$this$func2on$to$“bitwise_fonk”.$$



At$the$end$of$bitwise_funk$,$there$is$a$comparison$for$the$first$4$bytes$of$our$packet.$It$checks$that$it$
is$equal$to$zero$or$not.$There$are$three$comparisons$against$our$packet$at$the$total.$

First$4$bytes$of$our$packet$is$“ABCD”.$So$the$result$will$be$41424344h$>$$100000h$in$third$comparison$
and$we$will$go$to$ false$ (red)$condi2on.$When$we$trace$ it$ in$debugger$ ,$we$return$to$ $0x005815d3$
address$inside$FX_AGENT_GetData$and$then$fall$in$the$func2on$below;$$

As$we$understand$,$our$packet$is$not$in$a$type$that$FastbackServer$accepts.$So$we$went$to$a$func2on$
where$client$is$disconnnected$and$error$logs$generated.$This$is$not$the$place$that$we$want$to$go.$So$
we$should$provide$the$required$condi2on$(packet$<=$100000h$)$in$third$comparison$and$see$where$
we$will$go.$Thus,$we$change$the$first$4$bytes$of$our$packet$to$0x30000$



We$set$a$breakpoint$on$0x005817D0$address$where$third$comparison$is$located.$Then$we$restart$the$
server$and$send$the$packet.$

AJer$ bitwise$ opera2on$ ,$ first$ 4$ bytes$ of$ our$ packet$ turns$ to$ 0x300.$ We$ can$ go$ to$ true$ (green)$
condi2on$in$this$2me.$$Let’s$con2nue$to$trace$the$packet$in$windbg$and$IDA$together.$$We$come$to$a$
memcpy()$ func2on.$ $When$we$analyze$the$memcpy$func2on,$we$see$the$other$part$of$our$packet$
(XXXXXXX)$in$the$source$(src)$argument$of$memcpy.$$

We$ shouldn’t$ be$ lost$ inside$ func2on.$Our$ aim$ is$ tracing$ our$ packet$ and$ stop$ in$ suspicious$ places.$
AJer$passing$these$func2ons$,$we$return$to$0x005815d3$address$in$FX_AGENT_GetData$func2on.$



This$2me$,$our$packet$doesn’t$go$to$the$func2on$where$Client$Disconnected$error$logs$located.$ $We$
jump$ to$ loc_581614$ func2on.$ $ AJer$ we$ complete$ $ FX_AGENT_GetData$ func2on$ ,$ we$ return$ to$
0x00581320$address$ in$ $FX_Agent_Cyclic$func2on.$AJer$passing$a$few$instruc2ons$ in$this$func2on,$
we$fall$in$a$func2on$which$compares$the$first$4$bytes$of$our$packet$again;$$

We’re$ sure$ FXCLI_C_ReceiveCommand$ $ func2on$ name$will$make$ bug$ hunters$ excited.$When$ this$
func2on$ is$ called,$ $ $ the$PUSHBed$parameters$ECX$ (int)$ $ and$EDX$ (src)$ stores$our$packet.$EDX$ (src)$
stores$ $“XXXX...”$data$of$our$packet$and$ECX$(int)$stores$the$bitBwised$version$of$first$4$bytes$of$our$
packet$ (0x300).$ $ This$ means,$ we$ will$ trace$ our$ packet$ in$ this$ new$ func2on.$ So$ we$ can$ go$ into$
FXCLI_C_ReceiveCommand$func2on;$

First$4$bytes$of$our$packet$are$not$equal$to$zero,$so$we$jump$to$loc_581347$func2on;$



When$we$look$callgraph$of$FXCLI_C_ReceiveCommand$$func2on$,$there$is$a$“call”$gets$our$aZen2on$
in$red$crossed$func2on;$

ZDI$ Advisory$ says$ that$ the$ vulnerability$ is$ located$ in$ FXCLI_OraBR_Exec_Command$ func2on.$ We$
hope$to$ jump$to$ this$ func2on$without$modifying$our$packet$ too$much.$ $We$con2nue$to$ trace$our$
packet$ in$ debugger$ and$ we$ pass$ many$ func2ons$ named$ loc_56A12E,$ loc_56A158,$ loc_56A192,$$
loc_56A1B9$ AJer$ that$ ,$ we$ jump$ to$ loc_56A1F0$ func2on$ which$ has$ a$ “CALL”$ to$
FXCLI_OraBR_Exec_Command.$

When$we$go$to$FXCLI_OraBR_Exec_Command$func2on$,$$we$meet$a$huge$func2on.$Number$of$nodes$
are$more$than$1000$and$we$need$to$change$the$maximum$node$value$in$IDA$Graph$sexngs;$

First$4$bytes$of$our$packet$are$not$equal$to$zero,$so$we$jump$to$loc_581347$func2on;$



We$ con2nue$ to$ walk$ in$ this$ func2on.$We$ pass$ about$ 13$ func2ons.$ Some$ of$ them$ are$ named$ as$
GetConnectedIPport,$GetJavaClientInfo$$etc.$We$don’t$cover$all$of$these$func2ons$to$keep$the$paper$
shorter.$AJer$passing$these$func2ons$,$we$jump$to$a$fuc2on$which$compares$our$packet$again;$

Here$we$need$to$determine$ $what$is$the$exact$offset$of$XXXX...$ $bytes$in$our$packet$compared$with$
0x61A8.$ $ Then$ we$ can$ change$ it$ to$ a$ value$ lesser$ than$ 0x61A8.$ $ Otherwise,$ we$ will$ go$ to$ an$
unwanted$func2on$flow$again.$$Let’s$modify$the$script$and$pass$this$comparison;$$

It$compares$a$part$of$our$func2on$with$0x61A8$value;$



AJer$we$pass$this$comparison$with$our$new$packet,$we$jump$to$a$second$comparison$func2n.$This$
2me$it$compares$“EFGH”$bytes$of$our$packet$with$0x61A8;$



We$pass$3$comparison$func2ons$at$the$total.$We$just$change$the$necessary$parts$ in$our$packet$for$
every$comparison$and$then$we$jump$to$a$memcpy$func2on;$

When$we$trace$this$memcpy$func2on$ in$our$debugger,$we$see$that$ it$uses$0x61A7$value$from$our$
packet$ as$ a$ “size”$ argument.$ So$ we$ understand$ that$ “size”$ argument$ of$ memcpy()$ func2on$ is$
determined$ from$the$packet.$Thus$ ,$ it$ compares$an$offset$ in$our$packet$with$0x61A8$ to$prevent$a$
poten2al$buffer$overflow.$AJer$passing$this$func2on$,$we$come$to$a$second$memcpy$func2on;$

When$we$trace$this$func2on$in$debugger$,we$see$that$it$uses$0x61A7$as$“size”$argument$again;$



AJer$passing$this$func2on,$we$jump$to$a$memcpy$func2on$again;$

This$ is$ the$ func2on$where$we$discover$and$ trigger$ the$vulnerability.$Unfortunately$ the$applica2on$
determine$the$“size”$argument$of$this$memcpy$from$other$part$of$our$packet$(XXXXX$bytes);$

0x58585858$is$a$bigger$size$than$allocated$for$the$des2na2on.$Thus$,$this$memcpy$func2on$causes$a$
memory$corrup2on.$

Reference: (h"p://www.signalsec.com/publica4ons/ibm54volifastback5server5poc.txt<


